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* AWS EC2

* Ubuntu 20.04 LTS

+ Nginx 1.18.0 (apt 7|2 X|)

+ OpenSSL 1.1.1f (apt 7|24 X])
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* Open port 80 / 443
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/etc/nginx/sites-enabled/default

server {
listen 443 ssl;
o|=A.

server name T QIFA;

ssl_certificate /path/S &S AM;

ssl_certificate_key /path/KEY;

ssl_session_cache shared:SSL:50m;

ssl_session_timeout 60m;

ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:.ECDHE-ECDSA-
CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-
AES128-GCM-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384:ECDHE-ECDSA-AES128-
SHA256:ECDHE-RSA-AES128-SHA256;

ssl_ecdh_curve secp384r1;
ssl_prefer_server_ciphers on;
ssl_stapling off;

ssl_stapling_verify on;
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